
Zero trust is an ongoing philosophy, not an end state. 

DEVICES
All of the assets, 
including hard-
ware, software 
and firmware, 
that can connect 
to a network

IDENTITY
The attributes 
that uniquely 
describe a user  
or entity

NETWORKS
Communication 
mediums such as 
internal networks, 
wireless networks 
and the internet

APPLICATIONS 
The systems,  
programs and 
services that run 
on-premises, on 
mobile devices or 
in the cloud

DATA
Information in 
networks, devices, 
applications or any 
system, whether 
on-premises or in a 
virtual environment

WHAT IS  
 ZERO TRUST?
Zero trust is a security model in which every attempt  to access your 
organization’s network and resources is vetted continuously.

Implementation spans five pillars:


